From: Richard Fetzer/R3/USEPA/US

Sent: 3/28/2012 10:55:43 AM

To: "heston.gerald@epa.gov" <heston.gerald@epa.gov>
gt?l:)ject: Fw: OSC Website Question

Jerry,

so it looks like we have a few non-EPA hits on the data file on Monday night before it was pulled down and corrected.
Rich

Richard M. Fetzer

Federal On-Scene Coordinator

100 Gypsum Road

Stroudsburg, PA 18360

(215) 341-6307

————— Forwarded by Richard Fetzer/R3/USEPA/US on 03/28/2012 10:55 AM --—--
From: John Gilbert/CI/USEPA/US

To: Kelley Chase/R3/USEPA/US@EPA, Richard Fetzer/R3/USEPA/US@EPA| Ex. 4 - CBIl ERT/R2/USEPA/US@EPA
Ce: ERTSupport@EPA

Date: 03/27/2012 04:51 PM
Subject: Fw: OSC Website Question

John,
Thanks for looking into this. The answer we wanted was that it was not accessed, but the correct one will do.

'Ex. 4 - CBI !
TEPATERT
513-607-1572 (cell)
————— Forwarded by Imhn Gilpert/CI/USEPA/US on 03/27/2012 04:50 PM ----
From: Ex. 4 - CBI ERT/R2/USEPA/US
To: JONNGITBETCITUSEPA/US @EPA
Date: 03/27/2012 04:40 PM
Subject: Fw: OSC Website Question

John,
Mr. Campbell has provided as much information as possible about the Dimock file in question. I'm sure this is too much to
pass along but | thought you should know that he put in some good effort for you (as if he ever puts in any less).
He's the man.
Ex. 4 - CBI :
General Dynamics Information Technology
ERT Support Contractor
Edison, NJ
800-999-6990

————— Fonwarded by Melissa Bryant/ERT/R2/USEPA/US on 03/27/2012 04:44 PM -
Frorm: iT/R2/USEPA/US

To: EX. 4 - CBI R2/USEPA/US@EPA

Ce: ERTSupport@EPA,i "Ex. 4 - cB| YERT/R2/USEPA/US@EPA
Date: 03/27/2012 04:22 prr--==mm

Subject: Re: OSC Website Question

The file was accessed and likely viewed in Adobe Acrobat at 6:30 PM EDT and again at 6:39 PM EDT from IP address
69.193.34.43 (http://whois.arin.net/rest/net/NET-69-193-0-0-1/pft), which appears to belong to an Internet Service
Provider (ISP) serving the Syracuse and/or New York City areas in New York.

The file was later accessed at 7:54 PM EDT and again at 8:18 PM EDT by an EPA IP address.

At 9:48 PM ET, it was accessed from IP address 96.245.230.142 (http://whois.arin.net/rest/net/NET-96-224-0-0-1/pft),
which appears to belong to another ISP, Verizon Internet Services. We didn't see anything that provided more
information.

Finally, at 11:09 PM ET, it was accessed from |IP address 166.248.35.163 (http.//whois.arin.net/rest/net/NET-166-128-0-0-
1/pft), which appears to be a cell phone, AirCard, or something similar which may have been registered and/or physically
near Doylestown, PA.

The file doesn't appear to be accessed from the EPAOSC website again until about 1:00 AM EDT.

Hope this helps!

DIM0118420 DIM0118420



Ex. 4 - CBI

Contractor to USEPA ERT

Programmer

General Dynamics Information Technology
2890 Woodbridge Ave.

Building 205
Edison. ALLNR]37

i Ex. 4 - CBI

H
\

(732) 321-4343 fax

From:
To:

Ex. 4 - CBI

Ce: ERTSupport@EPA
Date: 03/27/2012 08:08 AM
Subject: OSC Website Question

ERT/R2/USEPA/US@EPA

John Gilbert called this morning and said he posted a document to the Dimock website last night with public status and it

contained data that should not have been public.
(http://www.epaosc.org/sites/7555/files/Week%201%20Report%2003%2026%2012.pdf)

Someone noticed around 11pm - ish that the data was up there and changed the document to Exclusive. John G. Wants
to know if we can see if that document was accessed or downloaded by anyone in the time frame that it was public. If we

can't tie it to a specific file, can we see if any files were downloaded during that time?
| wasn't sure if there was some sort of flag in the back-end that tracked downloads or anything.
—Thanks and_let me know._if. vou have any questions.

i Ex. 4 - CBI

“General Dynamics information Technology
ERT Support Contractor

Edison, NJ
800-999-6990
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